.

(QLD) Digital ID and AML/CTF Compliance

DWS Safety & Compliance Fact Sheet

Obtaining and verifying identification is a vital process in your AML/CTF compliance, but
how is this going to happen when the QLD State Government release the digital drivers
licence in 20237

Summary

e The digital licence is legally equivalent to the physical licence.

e You don’t need to purchase any specific equipment to verify the digital licence.

e YouTube video on the digital Iicence

e Security features are included on the digital licence app.

¢ A QR code is included on the app to scan, store and verify personal identification.

e The customer’s device should stay with them. You should not need to take the device
from them.

Scanning a Digital Licence for Venues

1. Using your own Digital Licence App | Information is NOT stored
a. Open your App
b. Select the scan option from the bottom of the home screen
¢. Using the camera that appears, scan the other QR code
d. The 2 apps will communicate and you can verify the information needed.

2. Using the Digital Licence Verifier App from QLD Transport & Main Roads |
Information is NOT stored
a. This is a standalone app. Watch the video informer here.
b. Itis available to download in the Google and Apple app stores
c. Ask your customer to select a sharing bundle and present their app to you
d. Scan the QR code with the verifier app
e. The 2 apps will communicate and you can verify the information needed.

3. Storing information from the Digital Licence as a PDF document
In the case where you need to keep a copy of the driver licence for your records, the
customer can send you a printable, digitally signed PDF copy from their digital licence
app.
a. Ask the customer to use their app to share their licence as a PDF
b. The customer can share the PDF file as a text
message or email to you (network required).
c. There is a preliminary step to undertake in you
PDF transfers (see over pages for these Steps §  swow this ar code to share your
d. Open the PDF on your device. =
e. A blue bar with a green tick should appear
at the top of the PDF that says ‘Signed and
all signatures are valid’.
f. Click Signature Panel — you should see ‘Rev
1: Sign by Department of Transport and Main
Roads'.
g. This means the PDF is valid.
h. If not, use your usual procedures for false ID.

< Share my licence

User photo

. Over 18 confirmation
This will appear for ol sharing
bundies

‘ QR code

You should scan this QR code with
your Digital Licence, Verifier app or
other app/device

@) Countdown timer
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https://youtu.be/21ALzSM7wsQ
https://www.youtube.com/watch?v=7daU9Uc7oOA
https://play.google.com/store/apps/details?id=au.gov.qld.tmr.vfb.app&hl=en_US&pli=1
https://apps.apple.com/au/app/digital-licence-verifier/id6444322085?platform=iphone
https://www.youtube.com/watch?v=Kwe8xut2DkI

Digital Licence
Security features to look for

oy
< ,»--» Photo

' This should match the person who
has presented the Digital Licence.

Driver Licence

SAM
_ SAMPLE

DOB
29 Aug 1964

‘Information was refreshed online’

Licence No.

013659210 The app updates automatically when
Information was refreshed online it is On“ne, S0 this ShOUld Show
28 Feb 2023 & d ) d te
e today’s date.
® Pulsating Coat of Arms
o Rmen The coat of arms should appearin
e . light grey behind the person’s
. 29 Aug 2023 information, and should be pulsing
back and forth.
Conditions
iddressﬂ ; SELANGOR SPECIALIST
SHARE LICENCE Share Licence Menu
QLD 4560 They should be able to click on the
i Share Licence button to demonstrate
Cadnumber  3BB93419DA that they are inside the app.
Issuing Country AU
Issuing Queensland . Scroulng
e il 0 They should be able to scroll within
S BTN the credential screen, showing more
Information was generated of thei r in fo rm atio n .
28 Feb 2023 }
Covermentwebste or the st vrson f s posters o Queensland
Click here to download the full TMR poster.
Click here to download the full Business Pack.
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https://www.publications.qld.gov.au/ckan-publications-attachments-prod/resources/39ec5b66-12f5-4e42-9719-9e22bd7db08c/business-pack-what-to-look-for-poster.pdf?ETag=77aca68ef352fdae5e75087451776b0a
https://www.publications.qld.gov.au/ckan-publications-attachments-prod/resources/9d884d45-012e-4557-893c-1875ca478a94/business-pack-how-to-guide.pdf?ETag=4372490ae9e0d302564ddb5dd7b40a0c

What to do if a customer shares a pdf copy of their licence with you

Validating the PDF

You will need to go through a series of steps in order to validate that the Digital Licence
PDF which has been provided to you is genuine. You will only need to go through steps
once, and you will then be able to validate all Digital Licence PDFs.

Before you open the PDF:
* Open Adobe Acrobat Reader.
« Click Edit, and then Preferences.
s |nthe window that appears, select Trust Manager.

= Inthe main window, the third option will be ‘Automatic Adobe Approved Trust List
(AATL updates)’ In this box, ensure ‘Load trusted certificates from an Adobe AATL
server’ is ticked, and click "Update Now’.

« Inafew moments. a window will come up saying 'Security settings have been
successfully updated. Click OK in the bottom right corner.

* |nthe left column, select Signatures.

= Inthe main window, you will see a box titled Verification. Click the ‘More..! button
inthat box.

» At the top, tick the box next to “Werify signatures when the document is opened.

+ Click OK, and then OK again.

Visual Guide | Setting up Adobe to validate a QLD Digital Licence

1 m—) - @ vy FACT SHEET - Digital ID 2.

Dpen. ctri+o o
P r
Open recent files » refelerices o~
Create * K Categories: Trust Manager
Combine files -~ Action Wizard = PDF File Attachments
Ctri+5 Adobe Online Servi
Save elEg (al:lo e services Allow opening of non-PDF file attachments with external applications
Save as. Shift+Ctrl4S ol fhna -
gg Restore the default list of allowed and disallowed file attachment types: Restore
Save as other » Content Editing
Convert From PDF
Export a PRF »
porta P Convert To PDF Internet Access from PDF Files outside the web browser
Protect Using Password Email Accounts
g i Unless explicitly permitted, PDF files cannot send information to the Internet.
Reguest e-signatures g
Identity Change Settings._. |
Share file Internet —
: 14p JavaScript
Brint Curk Language Automatic Adobe Approved Trust List (AATL) updates
Search x Measuring (2D) Load trusted certificates from an Adobe AATL server
Measuring (3D)
Measuring (Geo) i 7
Ask before updatin Now
Multimedia & 3D U Bete Update:
P "l Multimedia (legacy)
aste =il Multimedia Trust (legacy) Automatic European Union Trusted Lists (EUTL) updates
» Readil
Lindo, Redo & more ea. m% Load trusted certificates from an Adobe EUTL server
b Reviewing
View » o
Ask before updatin IE
Disable new Acrobat Securtty O pdating pdate Now
Security (Enhanced)
Signatures Help
yWindow > Spelling
Tracker
Help > Trust Manager
Units & Guidh
‘ Preferences, Crl+k & s
Updater
Protection y %
Document properties Ctrl+D o | oK Cancal
Exit application ar+Q -
Request e-signatures
. . . .. -
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3.

Preferences X

Categories: Trust Manager

Page Display ~ PDF File Attachments

Accessibility Allow opening of non-PDF file attachments with external applications
Action Wizard

Adobe Online Services
Catalog

Color Management Internet Access from PDF Files outside the web browser
Content Editing
Convert From PDF

Convert To PDF || Change Settings..

Email Accounts
Adobe Acrobat F

Restore the default list of allowed and disallowed file attachment types: | Restore

Unless explicitly permitted, PDF files cannot send information to the Internet.

Forms

Identity
Internet @ Security settings have been successfully updated.

JavaScript
Language
Measuring (2D)
Measuring (3D)
Measuring (Geo)

imedia & 3D o
Multimedia (legacy)
Multimedia Trust (legacy)
Reading

Load trusted certificates from an Adobe EUTL server

[[] Ask before updating

Reviewing

Search Help
Security

Security (Enhanced)
Signatures

Spelling

Tracker

Trust Manager

4,

Preferences X

Categories:
Digital Signatures

Page Display ~
Creation & Appearance
Accessibility

. . » Control options for signature creation
Action Wizard % i

« Set the appearance of signatures within a document

Adobe Online Services
Catalog
Color Management Verification
Content Editing
Convert From PDF More...
Convert To PDF
Email Accounts

» Control how and when signatures are verified

Identities & Trusted Certificates
Forms

Identity « Create and manage identities for signing More
Internet » Manage credentials used to trust documents

JavaScript
Language
Measuring (2D)
Measuring (3D) « Configure timestamp server settings Mo
Measuring (Gea)
Multimedia & 3D
Multimedia (legacy)
Multimedia Trust (legacy)
Reading

Docurmnent Timestamping

Reviewing

Search

Security

Security (Enhanced)

Spelling
Tracker

Trust Manager
Units & Guides
Updater b

OK | ‘ Cancel
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5.

Preferences X
Signature Verification Preferences x
Categories:
Documents Verify signatures when the document is opened
Full 5c
Gu r:.-en [ When document has valid but untrusted signatures, prompt to review and trust signers
eneral
Page Display| Verification Behavior |
— When Verifying:
Accessibility
Action Wizar () Use the document-specified method; prompt if unavailable
Adobe Onlin (®) Use the document-specified method; if unavailable, use default methad
Catalog !
Color Manag () Always use the default method: Adobe Default Security ~
Content Editi
Convert Fror Require certificate revocation checking to succeed wh ible during sig verification
ConvertTo B Use expired timestamps. | ‘
Email Accoul L .
. [ ]1gnore document validation information
Identi
i :-n .t:t Verification Time Verification Information
e 1 Verify Signatures Using: Automatically add verification information when saving
JavaScript g :
signed PDF: !
Language (@ Time at which the signature was created
Measuring(Q o Sociife time (imemp) embedded (@ Ask when verification information is too big
Measuring (3 in the signature O Always
Measuring ( s
Current time
Multimedia & o O Never
Multimedia (| Wi i
indows Integration
Multimedia T 2
E Trust ALL root certificates in the Windows Certificate Store for:
Reading
Reviewing [ validating Signatures
Search
r(. [ validating Certified Documents
Security
Security (En Selecting either of these options may result in arbitrary material being treated as trusted content.
Signatures Take care before enabling these features.
Spelling
Tracker Help OK | ‘ Cancel
1 T Cancel |

Once you click 'Ok’ as per above, you will need to click 'Ok’ again on the main preference
window to close the preference box.

For any clarification or questions, please contact Michelle Bates, DWS Work Health Safety &
Compliance Advisor, on 0401 014 619 or michelle@dws.net.au.
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